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SOMOS STRUCTURALIA

Structuralia es una institución educativa online de posgrados de alta especialización en ingeniería,
infraestructuras, construcción, energía, edificación, transformación digital y nuevas tecnologías. Desde
nuestra fundación en 2001, estamos comprometidos con la formación de calidad para el desarrollo
profesional de ingenieros, arquitectos y profesionales del sector STEM.

Ofrecemos una plataforma donde poder adquirir  nuevas habilidades y actualizarse sin límites de
tiempo  o  espacio.  Gracias  a  nuestra  metodología  proporcionamos  a  nuestros  estudiantes  una
experiencia  educativa  comprometida  interactiva  y  de  apoyo  para  que  puedan  enfrentarse  a  los
desafíos del futuro en sus respectivos campos de trabajo.
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RANKINGS DE STRUCTURALIA

Structuralia ha conseguido el reconocimiento de diferentes rankings a nivel nacional e internacional,
gracias por su apuesta de democratizar la educación y apostar por la innovación educativa para lograr
la excelencia.

Para la elaboración de estos rankings, se emplean indicadores como la reputación online y offline, la
calidad  de  la  institución,  la  responsabilidad  social,  la  innovación  educativa  o  el  perfil  de  los
profesionales.
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BY EDUCA EDTECH

Structuralia es una marca avalada por EDUCA EDTECH Group, que está compuesto por un conjunto de
experimentadas y reconocidas instituciones educativas de formación online. Todas las entidades que
lo  forman  comparten  la  misión  de  democratizar  el  acceso  a  la  educación  y  apuestan  por  la
transferencia de conocimiento, por el desarrollo tecnológico y por la investigación.
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RAZONES POR LAS QUE ELEGIR STRUCTURALIA
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Course in Malware and Malicious Codes

DURACIÓN
200 horas

MODALIDAD
ONLINE

ACOMPAÑAMIENTO
PERSONALIZADO

Titulación

Degree Issued and Endorsed by Structuralia
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Descripción
In a world where digital security is of paramount importance, "Malware and Malicious Codes" course
stands as a crucial guide for those looking to understand and combat cyber threats. This
comprehensive online module delves into the world of cyber security, highlighting various malware
types and potential vulnerabilities within systems. Key to this course are the objectives to enhance
protection, analysis, and detection skills, as well as developing robust defense techniques against such
insidious threats. Participants will journey through fundamental attack concepts, gaining insight into
the intricate nature of malware, spanning two dedicated units that cover a diverse range of malicious
software. The engagement with vulnerabilities, exploits, and payloads empowers learners with
knowledge to identify and handle potential threats effectively. Moreover, the course tackles vital
questions of data protection and preventative measures, equipping students with strategies to fortify
their digital environments against the constant evolution of malware. This valuable learning
experience is specifically tailored to provide the groundwork for dealing with real-world security
challenges, offering recommendations to curb infection incidents and ensuring an informed approach
to the defense of valuable information assets.

Objetivos
This module will address several malware types and provide recommentions to prevent infection
incidents. It will also identify the different potential threats to information based on these malware
types. What can be done to protect data on the net? What preventive measures can be taken as a
defense from malicious malwares? OBJECTIVES - Malware and virus - Protection, analysis and
detection - Defense and analysis techniques

Para qué te prepara
The "Malware and Malicious Codes" course is tailored for IT enthusiasts and professionals seeking to
expand their knowledge on cybersecurity threats. Participants will delve into malware types,
vulnerabilities, and defense mechanics. By exploring cutting-edge analysis and detection techniques,
they will learn to protect data and prevent infections, gaining a solid foundation in navigating the
intricate landscape of online security threats.

A quién va dirigido
The "Malware and Malicious Codes" course equips students with knowledge of malware types, such as
those explored in Units 2 and 3, and the skills to analyze and defend against them. Participants will
learn about vulnerabilities, exploits, and payloads in Unit 4, enhancing their ability to protect
information on the net. By course end, they will be versed in using new tools for malware
management, analyzing potential threats, and understanding effective preventative measures to
safeguard against malicious software.
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Salidas laborales
The "Malware and Malicious Codes" course opens doors to careers in cybersecurity. Master the
concepts of attacks, malware typologies, and vulnerabilities. Opportunities include roles such as
security analyst, incident response specialist, and IT auditor. Prepare yourself to combat digital threats
and safeguard computer networks.
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TEMARIO

UNIT 1. BASIC ATTACK CONCEPTS

Introduction1.
Malware definition and types2.
Static and dynamic analysis3.
Terminology4.
Unit summary5.

UNIT 2. MALWARE TYPE (I)

Introduction1.
Viruses and worms2.
Trojans3.
Spyware and Phising4.
Unit summary5.

UNIT 3. MALWARE TYPE (II)

Introduction1.
Rootkits2.
Ransomware3.
Other types4.
Unit summary5.

UNIT 4. VULNERABILITIES, EXPLOITS, AND PAYLOADS.

Introduction1.
Metasploit architecture2.
Exploits3.
Payloads4.
Unit summary5.

https://www.euroinnova.com/course-malware-malicious-codes-structuralia


STRUCTURALIA

Telefonos de contacto

España +34 900 831 200 Argentina 54-(11)52391339

Bolivia +591 50154035 Estados Unidos 1-(2)022220068

Chile 56-(2)25652888 Guatemala +502 22681261

Colombia +57 601 50885563 Mexico +52-(55)11689600

Costa Rica +506 40014497 Panamá +507 8355891

Ecuador +593 24016142 Perú +51 1 17075761

El Salvador +503 21130481 República Dominicana +1 8299463963

!Encuéntranos aquí!

Edificio Educa Edtech

Camino de la Torrecilla N.º 30 EDIFICIO EDUCA EDTECH,
C.P. 18.200, Maracena (Granada)

formacion@euroinnova.com

www.euroinnova.com

Lunes a viernes: 9:00 a 20:00h Horario España

¡Síguenos para estar al tanto de todas nuestras novedades!

España     
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Latino America  

Reública Dominicana  

https://www.instagram.com/euroinnova/
https://www.instagram.com/euroinnova/
https://www.facebook.com/euroinovalatinoamerica
https://www.instagram.com/euroinnovard/
https://www.instagram.com/euroinnovard/
https://www.facebook.com/Euroinnovard
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